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ABSTRACT

Security plays a vital role in distributed system. Based on the analysis of various cryptography techniques, this paper proposes a new method by the combination of various methods of ceaser cipher, play fair, mono alphabetic, Hill cipher, poly alphabetic.  In this paper, the plain text is encrypted using all the above substitution methods, and then it is sent with Stenography method. The cipher text is again decrypted to obtain the original text by the reverse process of the above. It provides more Security required against the Network attack.
Keywords:Plaintext,Ciphertext,Stegnography,Security,Ceasarcipher,Monoalphabetic,Playfaircipher,Hillcipher,Polyalphabetic.
INTRODUCTION 
             To provide the transmitting data with security is essential in-order to keep secrecy of our data from illegal users. For that we are using several techniques in cryptography. In this paper, we have implemented a new technique by modifying the already existing substution techniques.
CLASSICAL ENCRYPTION TECHNIQUE

Plaintext- original message

Ciphertext – coded message

Enciphering, encryption – process of converting from plaintext to ciphertext

Deciphering, decryption – restoring the plaintext from the ciphertext

Cryptography – area of study schemes for enciphering

Cryptographic system, cipher – scheme of enciphering

Cryptanalysis – techniques for deciphering a message without knowledge of the enciphering details

Cryptology – areas of cryptography and cryptanalysis

SUBSTITUTION TECHNIQUE

A substitution technique is one in which the letters of plaintext are replaced by other letters or by numbers. If the plaintext is viewed as a sequence of bits, then substitution involves replacing plaintext bit patterns with ciphertext bit patterns

Caesar Cipher

It was used by Julius Caesar. The Caesar cipher involves replacing each letter of the alphabet with the letter standing three places further down the alphabet

For example

Plain:    meet       me   after       the     toga     party

Cipher:  PHHW  PH DIWHU WKH  WRJD SDUWB

Transformation is made using the following mapping:

Plain:     a  b c  d  e f g h  i   j   k  l  m n o  p q  r   s  t   u  v  w x y  z

Cipher:  D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

Let us assign a numerical equivalent to each letter from 0 to 25. Then the algorithm may be expressed as follows. For each plaintext letter p, substitute the ciphertext letter C:

C=E(p)=(p+3) mod 26

Encryption: C=E(p)=(p+k) mod 26,

 Decryption: P=D(C)=(C-k) mod 26

Monoalphabetic Ciphers

With only 25 keys Caesar cipher is far  from secure. A dramatic increase in the key space may be achieved by allowing an arbitrary substitution.
Plain:     a  b c  d  e  f g h  i   j   k  l  m n o  p q  r  s  t  u  v w x y  z

Cipher:  D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

the cipher line can be any permutation of the 26 alphabetic symbols, then there are 26! or greater than 4*1026 possible keys. There is however another line of attack. If the cryptanalyst knows the nature of the plaintext (e.g., noncompressed English text), then the analyst can exploit the regularities of the language. 

Here an alphabet can be replaced by any other alphabet but same must be used at receiver end to decrypt.
Two principal methods are used in substitution ciphers to lessen the extent to which the structure of the plaintext survives in the ciphertext: One approach is to encrypt multiple letters of the plaintext (Playfair Cipher, Hill Cipher), and the other is to use multiple cipher alphabets (Polyalphabetic Ciphers)

Playfair Cipher

The best-known multiple-letter encryption cipher is the Playfair  which treats digrams in the plaintext as single units and translates these units into ciphertext digrams.

The Playfair algorithm is based on the use of a 5x5 matrix of letters constructed using a keyword. In the case of keyword monarchy, matrix is as follows:

	M
	O
	N
	A
	R

	C
	H
	Y
	B
	D

	E
	F
	G
	I/J
	K

	L
	P
	Q
	S
	T

	U
	V
	W
	X
	Z


The matrix is constructed by filling in the letters of the keyword (minus duplicates) from left to right and from top to bottom, and then filling in the remainder of the matrix with the remaining letters in alphabetic order. The letters I and J count as one letter. Plaintext is encrypted two letters at a time, according to the following rules:

1. Repeating plaintext letters that would fall in the same pair are separated with a filler letter, such as x, so that balloon will be treated as ba lx lo on

2. Plaintext letters that would fall in the same row of matrix are each replaced with the letter to the right, with the first element of the row circularly following the last. For example, ar is encrypted as RM.
3. Plaintext letters that fall in the same column are each replaced by the letter beneath, with the top element of the row circularly following the last. For example, mu is encrypted as CM.

4. Otherwise, each plaintext letter is replaced by the letter that lies in its own row and the column occupied by the other plaintext letter. Thus, hs becomes BP, and ea becomes IM (or JM, as the encipherer wishes).

As far as number of digrams is 26x26=676 is significantly greater than number of letters, frequency analysis becomes much more difficult. For these reasons, Playfair cipher was for a long time considered unbreakable. 

Hill Cipher

The encryption algorithm takes m successive plaintext letters and substitutes for them m ciphertext letters. The substitution is determined by m linear equations in which each character is assigned a numerical value:(Matrix Multiplication)For m=3, the system can be described as follows:

C1=(k11p1+k12p2+k13p3) mod 26

C2=(k21p1+k22p2+k23p3) mod 26

C3=(k31p1+k32p2+k33p3) mod 26
This can be expressed in terms of column vectors and matrices:
C=KP mod 26,

where C and P are column vectors of length 3, representing the plaintext and ciphertext, and K is 3x3 matrix, representing the encryption key.

Operations are performed mod 26.

For example, consider the plaintext “payformoney”, and use the encryption key
The first 3 letters of the plaintext are represented by the vector (15 0 24). Then K(15 0 24) = (375 819 486) mod 26 = (11 13 18) = LNS. Continuing in this fashion, the ciphertext for the entire plaintext is LNSHDLEWMTRW.

Decryption requires using the inverse of the matrix K. The inverse K-1 of a matrix K is defined by K K-1 = K-1 K=I, where I is the unit matrix (1-s on the diagonal, other elements – zeroes).
COMBINED SUBSTITUTION TECHNIQUE
In this paper, we are using only five methods except one time padding.  By using these five methods it will encrypt five times. We will convert the output to the equivalent numeric value. After that, we are dividing the result using a common divisor, this is the final cipher value. The quotient and the remainder are inserted into stenography into the image or text attaching some special key value also. The given below block diagram will explain the above idea. At the receiving side the reverse process is done to get original text.

CONSIST OF FOLLOWING PROCESSES
ENCRPTION
Process 1:
   Get the input from the sender

    After fetching the data it is given with numeric value by random number generator (5, 4, 3, 2, 1) ascending/descending order
Process 2:
    Based on the random number the message or the plaintext is substituted by using the five substitution methods.

    The data after encrypted by one method is fed into other method to obtain the final cipher text from the last substitution method

 Process 3:
    The cipher text is converted into its numeric value by placing “S” in between every single letter value (14S15S8S6)
    The value is then modulo divided by a common divisor (7) and the remainder and quotient along with the position values are taken for the final step

 Process 4:
    The values are added into a photography for sending the message to the receiver in a more secure way by stenography (Rem; Quo; Position values)

The same process can be done in reverse order at the receiver end to decrypt the cipher text to get the plain text.
 DECRYPTION:
The above process is repeated in reverse order in order to get the original plain text at the receiving end.
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CONCLUSION
        “Every system cannot be a 100% efficient one”, this is an old saying so, whatever security we may provide to our transmitting data the hacker will do anything to access our data. So that we have tried our level best to prevent our data by implementing this algorithm. We can’t say that our algorithm is unbreakable but it will give more challenge to the hackers.









































































































                                                     Fig: Diagram of Encryption.
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